
Cybersecurity Update
23 Aug 2023



Agenda

• Threat Actor Deep Dive
• Cyber Threat Intelligence
• Active Threat Hunting
• Save the Date!
• Questions





Cyber Threat Intelligence Sources
TPU’s Cybersecurity and NSOC teams consume threat feeds from a variety of 
industry-leading sources. Several are general-purpose, covering a broad array of 
threats while others are targeted toward threats to critical infrastructure. These 
sources, combined with open-source intelligence, paint an accurate picture of 
the threat landscape facing TPU.



Cyber Threat Sources In Use
Daily Operations
• IOC’s and malware definitions are used by security tools to detect malicious activity 

on TPU’s systems.
• This is fully-automated and is our first point of detection.

Vulnerability Management
• Intelligence sources drive discovery of vulnerabilities, their severity and the 

likelihood of exploitation.
• This helps us develop & prioritize remediation actions as early as possible.

Incident Response
• Intel plays a crucial role in containment and eradication of threats.
• IOC’s and TTP’s are used to hunt for malicious activity.



Active Threat Hunting
Attention: The public facing network of U.S. Electric Companies have been identified 
as the target of a People's Republic of China (PRC) cyber reconnaissance and 
enumeration campaign. The following indicators of compromise (IOCs) for this 
campaign are listed below include possible malicious internet addresses...



Active Threat Hunting



Sept 25-27

Save the Date!
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